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Abstract

The rapid proliferation of Internet of Things (IoT) applications has introduced significant challenges in
ensuring data trustworthiness, integrity, and authenticity. Traditional centralized trust management
systems are not only vulnerable to single points of failure but also struggle to scale effectively with the
exponential growth of IoT devices. To address these limitations, this paper proposes a novel
decentralized blockchain-based trust framework to enhance data trustworthiness in IoT ecosystems.
Leveraging blockchain technology, the framework ensures secure, tamper-proof storage of [oT data and
associated trust scores, while smart contracts automate trust computations and policy enforcement.
Simulation results, conducted using BlockSim and real-world IoT datasets, demonstrate the
framework’s ability to detect malicious nodes with high accuracy, maintain robust trust levels for honest
participants, and significantly improve overall data reliability. This work provides a scalable and secure
foundation for deploying trustworthy IoT systems across diverse domains, from smart cities to industrial
automation.
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1. Introduction

Over the past decade, the rapid evolution of the Internet of Things (IoT) has transformed sectors
ranging from healthcare and smart cities to industrial automation by interconnecting millions of
devices (Atzori, lera, & Morabito, 2010). This seamless connectivity, however, brings many
challenges—foremost among them, ensuring the trustworthiness of the data these devices generate.
Data trustworthiness is critical for making informed decisions in real-time; yet, with an ever-
expanding network of resource-constrained and often vulnerable IoT devices, ensuring that data
remains accurate, authentic, and tamper-proof has become increasingly difficult (Kumar &
Mallick, 2018).
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Traditional centralized trust management systems are prone to single points of failure and often
struggle to scale in the face of exponential [oT growth (Burhan, Rehman, Khan, & Kim, 2018). In
contrast, blockchain technology, introduced by Nakamoto (2008), offers a decentralized,
immutable, and transparent ledger that can secure data against unauthorized modifications. By
harnessing blockchain’s inherent strengths, it becomes possible to construct a trust framework that
not only protects data integrity but also dynamically adapts to real-time network conditions.

This paper proposes a decentralized blockchain-based trust framework to address the critical
challenges of data trustworthiness in IoT environments. The framework leverages a multi-layered
architecture—integrating smart contract automation, dynamic reputation tracking, and robust
cryptographic techniques—to ensure that [oT data is recorded and verified securely. By bridging
the gap between theoretical innovation and practical deployment, the proposed framework aims to
provide a scalable and resilient solution for today's complex IoT ecosystems.

2. Literature Review

A comprehensive review of current literature reveals both the promise and the limitations of
existing approaches to [oT data security and trust management. The IoT paradigm comprises four
key layers’ sensors/devices, connectivity, data processing, and user interfaces which collectively
enable the collection, transmission, and analysis of vast amounts of data (Burhan et al., 2018).
However, the distributed and heterogeneous nature of IoT systems makes them particularly
vulnerable to attacks such as data tampering, spoofing, and unauthorized access. Traditional
centralized trust management approaches exacerbate these vulnerabilities due to their reliance on
intermediaries, which often become bottlenecks and targets for malicious activities (Kumar &
Mallick, 2018).

Blockchain technology has emerged as a promising solution to these challenges. Its decentralized
ledger system ensures that data, once recorded, remains immutable unless a consensus is reached
among network participants (Nakamoto, 2008; Wang, 2019). Several studies have explored the
integration of blockchain in IoT environments. For example, Santis, Paciello, and Pietrosanto
(2020) proposed a blockchain-based infrastructure that utilizes cryptographic techniques to
enhance data integrity and authenticity. Similarly, Novo (2018) introduced decentralized access
control mechanisms that improve both the scalability and security of loT networks.

Despite these advances, existing blockchain-based trust management systems often exhibit
significant limitations. Many frameworks lack dynamic trust evaluation mechanisms, meaning
they cannot adapt in real-time to changes in device behavior or network conditions (Putra et al.,
2023). Furthermore, the integration of automated policy enforcement through smart contracts
remains underdeveloped in several models, leading to a continued dependence on manual
oversight (Shi et al., 2021). These gaps highlight the need for an innovative approach that not only
leverages blockchain’s robust security features but also incorporates dynamic, real-time trust
assessments.

By addressing these critical shortcomings, the proposed decentralized trust framework sets the
stage for a new era in IoT security. This framework promises to improve data reliability, enhance
system scalability, and provide a resilient foundation for deploying secure loT applications across
diverse domains. The literature indicates that while blockchain offers a powerful tool for securing
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IoT data, the full potential of this technology can only be realized through the development of a
system that integrates dynamic trust evaluation with comprehensive security mechanisms.

3. Proposed Decentralized Trust Architecture

This section introduces a novel five-layer architecture aimed at enhancing data trustworthiness in
IoT environments. The design leverages the blockchain’s decentralized, immutable ledger and
integrates dynamic trust evaluation mechanisms, automated smart contract enforcement, and
robust anomaly detection. While the baseline model consists of five distinct layers, we remain
open to augmenting the design, for instance, if our dynamic trust evaluation does not adequately
adapt to rapidly changing IoT conditions, incorporating an Adaptive Learning Module might be
essential. Similarly, if smart contract execution bottlenecks arise, a dedicated Smart Contract
Automation Module could further streamline consensus and policy enforcement.

A. Overview of the Five-Layer Trust Architecture
The architecture comprises the following layers:

1.Data Collection Layer: Responsible for acquiring raw data from IoT devices, preprocessing
it, and applying initial security measures (hashing, encryption, watermarking, and anomaly
detection).

2.Reputation Layer: Aggregates historical behavior and performance metrics of IoT devices
to generate dynamic reputation scores.

3. Trust Evaluation Layer: Computes a comprehensive trust score by combining real-time
data integrity indicators (e.g., anomaly detection outputs) with reputation data, using a
mathematically driven model.

4.Consensus and Verification Layer: Employs blockchain consensus protocols and smart
contracts to validate the computed trust scores and ensure network-wide agreement.

5.Application Layer: Provides [oT applications with access to trusted data and alerts, enabling
automated decision-making and response actions.
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Figure 1: Proposed Decentralized Trust Architecture
B. Detailed Description of Each Layer
1. Data Collection Layer

This layer gathers raw data from a variety of IoT devices. It applies initial preprocessing steps,
including data cleaning, hashing (using algorithms such as SHA-256), encryption (e.g., AES), and
watermarking to ensure authenticity and traceability. A critical sub-component monitors for
irregularities that might indicate tampering or malicious interference.
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Potential Enhancement: If initial anomaly detection proves insufficient, an additional cross-layer
“Adaptive Filtering Module” could be integrated to continuously learn and improve detection
thresholds.

2. Reputation Layer

This layer continuously tracks and records the performance and behavior of IoT devices. It uses
historical data and real-time metrics to compute reputation scores, which serve as preliminary trust
indicators. Reputation scores are updated in real-time to reflect any changes in device behavior,
ensuring that trust evaluation remains current.

Alternative Consideration: If static reputation metrics do not fully capture the dynamic nature of
IoT environments, we might integrate a machine learning—based “Adaptive Reputation Model” to
better capture evolving behavioral patterns.

3. Trust Evaluation Layer

Here, inputs from both the Data Collection and Reputation layers are synthesized into a composite
trust score. This score is calculated using a mathematical model that factors in data integrity (e.g.,
results from anomaly detection), reputation scores, and possibly other metrics like data freshness
or connectivity quality.

Enhancement Opportunity: Should the static formula prove inadequate for dynamic
environments, an Adaptive Learning Module can be embedded within this layer to refine trust
scores based on continuous feedback.

4. Consensus and Verification Layer

This layer ensures that the trust scores computed for each IoT device are validated and agreed upon
by the network. It leverages blockchain’s consensus protocols (e.g., Proof-of-Stake or PBFT) and
integrates smart contracts to automate policy enforcement and trust score verification. Automating
trust computations and enforcement minimizes manual intervention and reduces latency.

Alternative Approach: If consensus delays or smart contract limitations are identified, we could
consider isolating a “Smart Contract Automation Module” that works in tandem with the
consensus protocol to expedite policy enforcement and reduce network overhead.

S. Application Layer

This top layer serves as the interface through which IoT applications access the validated,
trustworthy data. It provides dashboards, alerts, and APIs that enable decision-making and
automated responses based on the trust scores received from the underlying layers. In addition to
displaying trust metrics, the application layer can also trigger security protocols, such as isolating
devices with low trust scores.

C. Key Components

o Reputation Tracking: Continuous monitoring of device behavior, ensuring that
reputation scores are both accurate and dynamically updated.

e Trust Determination: A robust, mathematically grounded evaluation model that
aggregates reputation, data integrity, and anomaly detection outputs to generate a dynamic
trust score.
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o Consensus Mechanisms: Blockchain-based consensus protocols coupled with smart
contract automation ensure that all network participants agree on trust scores, eliminating
single points of failure and enhancing overall security.

4. Methodology

This section outlines the research methodology adopted to develop, implement, and evaluate the
proposed decentralized trust framework for IoT Security. The methodology follows a systems
engineering approach, ensuring a structured and iterative process in designing and validating the
framework. It includes data collection, preprocessing, system implementation, and performance
evaluation using simulation and mathematical modeling and we validate effectiveness using trust
accuracy, malicious rate, and latency metrics.

A. Research Approach: Systems Engineering
The proposed trust framework follows a systems engineering approach, which ensures:

» Problem Definition: Identifying IoT security vulnerabilities and trust management
challenges.

» Conceptual Modeling: Designing a multi-layer blockchain-integrated trust framework.

» Implementation & Prototyping: Developing a working model using smart contracts and
blockchain consensus.

» Performance Evaluation: Using mathematical modeling and simulations to validate
effectiveness.

This approach ensures that the proposed solution is scalable, mathematically grounded, and
adaptable to real-world IoT environments.

B. Data Collection and Preprocessing

Data is collected from IoT devices using the Air Quality Data dataset. This dataset contains hourly
averaged responses from an array of five metal oxide chemical sensors embedded in an Air Quality
Chemical Multisensor Device. The data was gathered from a significantly polluted area within an
Italian city, spanning from March 2004 to February 2005. It includes ground truth hourly averaged
concentrations for various pollutants such as Carbon Monoxide (CO), Non-Methane
Hydrocarbons, Benzene, Total Nitrogen Oxides (NOx), and Nitrogen Dioxide (NO2), provided by
a co-located reference certified analyzer.

In this research, historical behavior records for trust computation are derived directly from the air
quality sensor data, specifically, by comparing sensor readings against the certified reference
analyzer data to monitor deviations, sensor drift, and anomalies.

1. Preprocessing Steps
2. To ensure data reliability before further analysis, the following preprocessing steps are
applied:
o Normalization (Min-Max Scaling):
e To scale raw sensor data within a fixed range [0,1]:
' X—-Xmin

Xmax—-Xmin


mailto:info@edinburgjournals.org%7C

EdinBurg Peer Reviewed Journals and Books Publishers -

Journal of Information and Technology W, I n u r g
Vol. 5||Issue 6/|pp 1-11||August|[2025

Email: info@edinburgjournals.org|[ISSN: 3080-9576

Peer Reviewed Journals & Books Publishers

Where: x' is the normalized value, X is the raw sensor reading, Xmin and Xmax are the minimum
and maximum values of the dataset for each pollutant.

o Anomaly Detection using Z-Score:
X—H

o

Where: Z is the Z-score, XX is the data point (e.g., a pollutant concentration), p(mu) is the mean
value for that pollutant (ideally calculated for each hour based on historical data), and o(sigma) is
the standard deviation.

 To identify outliers in pollutant concentration: Z =—

Data points with |Z| > 3 are considered anomalies and are flagged for further review or secondary
verification

C. Implementation of the Trust Architecture

The trust framework is implemented in four core stages aligned with the IoT architecture. For air
quality monitoring, the trust evaluation is centered on sensor performance rather than generic
network behavior. The implementation involves the following components:

1. Trust Score Computation
For each air quality sensor S, the trust score Ts is computed based on:

v Historical Reputation Score (Rs): Reflects the sensor’s past accuracy and consistency
when compared to certified analyzer data.

v Data Integrity Score (Is): Measures the frequency of valid readings versus anomalies or
missing data.

v Consistency Score (Cs): Evaluates the stability and variance of sensor readings relative to
expected values.

The trust score is computed using the following formula:
T=aR+PI+yCs

Where: @, P, ¥ are weighting factors such that a+p+y=1.

2. Blockchain Smart Contract for Trust Verification

Blockchain smart contracts are used to enforce trust evaluation rules:

v" Sensors with low trust scores (Ts<0.5T s <0.5) are flagged and potentially excluded from
the Air Quality Index (AQI) computation.

v" Trust updates occur dynamically on the blockchain, ensuring that any tampering or sensor
drift is transparently recorded.

Trust Update Formula:

If a sensor reports consistently erroneous or malicious data, its trust score is penalized:
New\ __ old

(T s )_(1_}‘)(71 s)

Where: A is the penalty factor (e.g., 0.1 for minor deviations, 0.5 for major discrepancies).
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Additionally, if a flagged sensor begins to report accurate data again over a sustained period, its
trust score may recover gradually:

(TV™) = (T°%) + 81— (T°%)

Where: § Is a recovery factor (e.g., 0.05 per hour of correct readings).

D. Evaluation Methods Metric Definition Formula

1.Simulation Tools & Environment
Measures how

v Simulation Platform: BlockSim is employed well trust A=

for blockchain testing and simulation of the trust Trust scores reflect TP+TN
architecture. Accuracy device TP+TN+FP+FN
v’ Dataset: The evaluation uses the real-world behavior

Air Quality Data dataset, which includes hourly

averaged sensor readings from five metal oxide Time required

chemical sensors and corresponding ground truth | . c0pncic for blockchain N
pollutant concentrations (CO, Non-Methane Latency Consensus & | L=, Ti
Hydrocarbons, Benzene, NOx, and NO:) collected Trust

in a polluted Italian city between March 2004 and verification

February 2005.

v' Programming Languages: Python is used for | Malicious Percentage of

data preprocessing, trust score calculations, and | Node coglpromlsed DR = M2 x 100
simulation implementations. Detection | M09°S T MT

) R correctly
2. Performance Metrics ate identified

3. The performance of the trust framework is
evaluated using the following metrics:

Where:
e TP = True Positives (sensors correctly identified as trustworthy).
e TN = True Negatives (faulty sensors correctly flagged).
e FP = False Positives (accurate sensors mistakenly flagged as faulty).
e FN = False Negatives (faulty sensors undetected).
e Ti=Time for consensus in the ithi*{th} simulation round.
e MD = Number of malicious sensors detected.
e MT = Total number of malicious sensors.

[98)

. Comparative Analysis
4. The proposed trust framework is compared with existing [oT trust models by evaluating:

v’ Scalability: How effectively the trust evaluation mechanism scales as the number of sensors
increases.

v Security Enhancement: The framework’s ability to resist data tampering and malicious behavior
through blockchain verification and smart contract enforcement.

v' Trust Score Convergence: The stability and convergence rate of sensor trust scores over time,
ensuring reliable long-term performance.
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5. Conclusion and Future Work

A.

Summary of Key Findings

Our research demonstrates that the proposed decentralized blockchain-based trust framework
significantly enhances data trustworthiness in [oT applications. Key findings include:

v" Robust Trust Evaluation: The five-layer architecture—comprising the Data Collection,
Consensus & Verification, Reputation, Trust Evaluation, and Application Layers—effectively
computes dynamic trust scores. Simulation results indicate that the framework accurately
distinguishes between reliable sensors and those compromised by malicious behavior.

v' Enhanced Data Integrity: By integrating blockchain smart contracts, the system ensures tamper-
proof logging of sensor data, which, combined with anomaly detection, results in higher trust
accuracy.

Blockchain size

Blockchain Integrity Check
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Figure 1: Blockchain integrity check

v' Improved System Performance: Quantitative performance metrics (e.g., trust accuracy,
consensus latency, and malicious sensor detection rate) show that our framework outperforms
existing models, particularly in maintaining consistent trust scores over time.

v Adaptive Response Mechanisms: The framework’s ability to penalize sensors with low trust
scores and gradually recover trust for sensors that regain accuracy demonstrates a dynamic, self-
correcting system.

Suggested Figure:

. Figure X: A summary chart comparing key performance metrics (trust accuracy,
consensus latency, and malicious detection rate) between our proposed framework and existing
models.

B. Implications for IoT Data Trustworthiness

The implementation and evaluation of our trust framework have profound implications for IoT systems:

v Reliable Decision-Making: Enhanced trust scores ensure that decisions based on sensor data—
such as Air Quality Indices—are grounded in accurate and authentic information, thereby
improving public safety and operational efficiency.

v" Increased Security: By using blockchain to decentralize and automate trust computations, our
approach minimizes vulnerabilities related to single points of failure, reducing the risk of data
manipulation.


mailto:info@edinburgjournals.org%7C

EdinBurg Peer Reviewed Journals and Books Publishers -

Journal of Information and Technology W, I n u r g
Vol. 5||Issue 6/|pp 1-11||August|[2025

Email: info@edinburgjournals.org|[ISSN: 3080-9576

Peer Reviewed Journals & Books Publishers

v' Scalability and Adaptability: The architecture is designed to adapt to dynamic IoT
environments, offering a scalable solution that can be extended to various domains, from smart
cities to industrial automation.

v Transparency and Accountability: The immutable ledger provided by blockchain enhances
transparency, enabling stakeholders to audit data integrity and trust evaluations in real-time.

Suggested Figure:
. Figure Y: An architectural diagram of the proposed framework, highlighting data flow
and trust evaluation processes, which visually reinforces the system’s robustness and
transparency.

C. Recommendations for Future Research and Development

While the current framework shows promising results, further enhancements could drive additional
improvements:

v" Refinement of Dynamic Trust Algorithms: Future work should explore integrating machine
learning techniques to further adapt trust scores based on complex, real-time environmental changes.
v" Scalability Testing in Diverse Environments: Extensive field trials in varied IoT deployments
(e.g., smart cities and industrial sites) are recommended to validate scalability and robustness across
different conditions.

v' Edge Computing Integration: Incorporating edge computing could reduce latency in data
processing and trust evaluation, facilitating real-time decision-making.

v" Enhanced Security Protocols: Future research could explore the implementation of advanced
cryptographic protocols and additional layers of security to further mitigate emerging threats.

v" User Interface and Visualization: Developing interactive dashboards and detailed visualization
tools (using Figma or Lucidchart) can help stakeholders better monitor sensor performance and trust
dynamics in real-time.

Suggested Figure:

. Figure Z: A flowchart or timeline depicting the process of trust score evolution and sensor
recovery, which would help illustrate the adaptive nature of our trust framework over time.
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