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Abstract 

In the Democratic Republic of Congo (DRC), diploma fraud and document forgery remain 

significant challenges, undermining trust in educational credentials and creating barriers for 

graduates in both local and international job markets. Traditional manual verification processes 

are often slow, opaque, and prone to manipulation. This research proposes a novel blockchain-

based framework to ensure secure, immutable, and transparent verification of academic 

diplomas in the DRC. By leveraging the decentralized and tamper-proof nature of blockchain 

technology, the system guarantees the integrity and authenticity of issued diplomas, thereby 

eliminating reliance on fragile paper records and reducing administrative bottlenecks. The 

framework integrates smart contracts to automate verification requests and responses, ensuring 

that only authorized institutions can issue and validate academic credentials. The proposed 

architecture employs a permissioned blockchain, tailored to meet privacy and scalability 

requirements within the Congolese higher education context. Through rigorous system 

modeling and a prototype developed in Python, the research demonstrates how diploma 

issuance, storage, and verification can be seamlessly managed on a distributed ledger. 

Performance evaluations show the system’s resilience against common security threats such as 

data tampering and unauthorized access. The framework also offers substantial cost and time 

savings over legacy systems. Furthermore, fostering trust among employers, educational 

institutions, and graduates contributes to improving the overall quality and competitiveness of 

the Congolese workforce. This study not only addresses the pressing issue of credential fraud 

in the DRC but also serves as a blueprint for other developing countries grappling with similar 

challenges. Future work includes integrating decentralized identity (DID) standards and 

exploring interoperability with international credential verification platforms to broaden the 

system’s applicability and impact. 
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1. Introduction 

In today’s rapidly evolving digital landscape, the integrity and authenticity of academic 

qualifications have become a growing global concern. In the Democratic Republic of Congo 

(DRC), issues such as diploma fraud, document forgery, and administrative inefficiencies 

continue to undermine trust in educational credentials. This problem not only hampers 

employment opportunities for genuine graduates but also erodes confidence in the country’s 

education system and institutions. Traditional verification systems, often paper-based and 

centralized, are prone to manipulation, loss, and delays, making them inadequate to meet the 

needs of modern employers, universities, and governmental bodies. 

Blockchain technology, with its decentralized, transparent, and immutable nature, presents a 

compelling solution to this persistent challenge. By enabling tamper-proof records and secure 

peer-to-peer transactions, blockchain can transform diploma verification into a more 

trustworthy and efficient process. Unlike conventional databases, blockchain ensures that once 

a credential is recorded, it cannot be altered or deleted, thus preserving its authenticity 

indefinitely. This feature is particularly critical for combating rampant credential fraud in the 

DRC. 

Moreover, the adoption of a blockchain-based verification framework aligns with global trends 

towards digital transformation and e-governance. It offers stakeholders, including students, 

universities, employers, and regulatory agencies, a unified platform to issue, store, and verify 

academic credentials in real time. This innovation reduces administrative bottlenecks and 

promotes cross-border recognition of qualifications, a crucial factor in enhancing the mobility 

of Congolese graduates. 

Despite these advantages, implementing such a system in the DRC presents unique challenges. 

These include limited technological infrastructure, low digital literacy, and the need for clear 

regulatory frameworks. However, with strategic planning and stakeholder engagement, these 

obstacles can be addressed. This paper explores the design and implementation of a blockchain-

based framework tailored to the DRC’s context. It investigates how this technology can secure 

academic records, foster institutional accountability, and ultimately rebuild trust in educational 

qualifications. 

By proposing a robust architecture and demonstrating its potential impact, this research 

contributes to the broader discourse on leveraging emerging technologies to solve endemic 

governance problems. In doing so, it not only offers a pathway for the DRC but also provides 

a model that can be adapted by other countries facing similar challenges. 

2. Overview-Research Practices 

2.1 Literature Review 

The growing challenge of diploma fraud has prompted global interest in secure academic 

credential verification systems. Studies by Chen et al. (2018) highlight how traditional 

centralized databases remain susceptible to tampering and data loss. In Africa, Okeke & 

Chukwu (2020) stress that manual verification processes often result in prolonged delays and 

corruption risks. In the context of the DRC, reports by the Ministère de l’Enseignement 

Supérieur et Universitaire (2021) indicate persistent incidents of forged certificates 

undermining trust in higher education. 

Blockchain technology has emerged as a promising solution. Narayanan et al. (2016) describe 

blockchain’s core features, immutability, decentralization, and cryptographic security as 
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essential for building tamper-proof systems. Sharples and Domingue (2016) argue that 

blockchain enables “self-sovereign identities” where graduates can control and share their 

credentials securely. Similarly, Li and Kang (2019) explore smart contracts to automate 

verification, reducing administrative overhead. 

Several countries have piloted blockchain for educational records. MIT’s Blockcerts (2017) 

pioneered an open standard for issuing blockchain-anchored diplomas, while Malta’s Ministry 

for Education (2019) adopted blockchain to certify academic records nationwide. In Africa, 

Mohamed et al. (2021) discuss pilot projects in Nigeria and Kenya leveraging Ethereum-based 

systems. However, scalability, energy consumption, and digital literacy remain concerns. 

For the DRC, Mushagalusa et al. (2022) recommend blockchain to counteract rampant 

credential fraud, yet emphasize the need for regulatory frameworks and interoperability with 

existing university databases. Meanwhile, World Bank (2020) reports highlight infrastructural 

gaps such as inconsistent internet access that could impede implementation. Recent advances 

in lightweight blockchain protocols (e.g., Hyperledger Fabric) offer hope for resource-

constrained contexts. 

Overall, literature suggests that while blockchain offers robust security and auditability for 

diploma verification, localized adaptation addressing the DRC’s socio-technical environment 

is crucial. Further research is needed on governance models, cost implications, and stakeholder 

readiness to ensure sustainable deployment. 

2.2 Methodology 

This research adopts a design science methodology, focusing on the development of a 

blockchain-based framework to secure and ensure the immutability of diploma verification in 

the Democratic Republic of Congo (DRC). The methodology involves four key phases: 

requirements analysis, system design, implementation, and testing & evaluation. 

2.2.1 Requirements Analysis  

To design an effective blockchain-based diploma verification system for the Democratic 

Republic of Congo (DRC), it is crucial to identify and define the functional and non-functional 

requirements of the system. This step ensures that the proposed solution adequately addresses 

the real-world needs of its users while considering the technical and contextual limitations of 

the country. This requirements analysis adopts a participatory approach, engaging universities, 

students, employers, and government institutions, key stakeholders currently facing challenges 

such as diploma fraud, slow verification processes, and unreliable traditional systems. The goal 

is to clearly define the core features the system must provide, along with the performance, 

security, and scalability criteria necessary for successful implementation and long-term 

adoption. 

1. Functional Requirements 

The functional requirements describe the specific actions the system must perform to meet the 

needs of its users. For this diploma verification system, the key functions include: 

1.1 Diploma Issuance 

Universities must be able to issue diplomas through the system. 

Each diploma should be assigned a unique cryptographic hash and recorded immutably on the 

blockchain. 
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The system must store relevant metadata (e.g., student name, degree, date of issue) off-chain 

in a secure database. 

1.2 Diploma Verification 

Employers and other institutions should be able to verify a diploma’s authenticity by submitting 

the diploma code or uploading a file to the system. 

The system must compare the input hash to the one stored on the blockchain and return a 

verification result. 

1.3 Role-Based Access Control 

Different types of users (students, employers, universities, administrators) must have access to 

only relevant system features. 

Universities can issue and revoke diplomas; employers can verify diplomas; students can view 

their credentials. 

2. Non-Functional Requirements 

The non-functional requirements define how well the system should perform and cover aspects 

like security, usability, and scalability. 

2.1 Security 

The system must ensure data confidentiality, integrity, and availability. 

Only authorized users can issue diplomas. 

Blockchain ensures immutability. Once a diploma is recorded, it cannot be altered. 

2.2 Scalability 

The system should be able to handle multiple universities and thousands of diploma records 

without performance degradation. 

It must support future expansion to other academic institutions in the DRC. 

2.3 Performance 

Verification queries must return results within a few seconds. 

Diploma issuance must be completed within a reasonable time (e.g., under 10 seconds per 

transaction). 

2.4 Usability 

The web interface must be user-friendly, especially for non-technical users like administrative 

staff and employers. 

The system should be bilingual (English and French) to support local usage. 

2.2.2 System Design 

In the context of persistent issues such as diploma fraud, data manipulation, and inefficient 

verification procedures in the Democratic Republic of Congo (DRC), a secure and transparent 

technological solution is urgently needed. To address these challenges, this research proposes 

a blockchain-based framework designed specifically for the secure issuance and verification of 

academic diplomas. The system is architected to ensure data integrity, decentralization, and 

immutability, leveraging blockchain technology as the foundational infrastructure. Built using 
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Python, the framework integrates smart contracts, a backend API server, and a web interface 

to enable seamless interactions between universities, students, and employers. 

This section details the overall architecture, components, data flow, and technologies used in 

the system. It provides a comprehensive blueprint of how the proposed solution functions to 

ensure trust, efficiency, and verifiability in diploma management across educational 

institutions in the DRC. 

1. System Components 

2.1 Blockchain Layer 

A private permissioned blockchain stores diploma records as transactions. Each diploma is 

stored as a hash digest (SHA-256), ensuring privacy while proving authenticity. 

Why blockchain? 

Guarantees tamper-proof records. 

Eliminates a single point of failure. 

2.2 Python Backend (API + Business Logic) 

Built using Flask is a lightweight, open-source web framework written in Python. 

It is known for its simplicity, flexibility, and ease of use, making it ideal for building small to 

medium-sized web applications and APIs. Unlike heavier frameworks (like Django), Flask 

gives you more control and is highly customizable, which is why it is often called a 

“microframework. 

 

Figure 1: How to install Flask 

2.3 Frontend 

The frontend client of this blockchain-based diploma verification system is the user-facing 

interface that enables seamless interaction between the system and its primary users students, 

universities, and employers. It serves as the gateway through which users can access the 

system’s core features, such as diploma issuance, verification, and profile management. 

A well-designed frontend is essential for ensuring that the underlying complexity of blockchain 

and cryptographic operations is hidden from end-users. This makes the system easy to use, 

intuitive, and accessible, even for people with minimal technical knowledge. 
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Figure 2: Frontend interface 

Relational Database 

A relational database is a type of database that organizes data into tables (relations) made up 

of rows and columns. Each table stores data about a specific entity (like users, logs, or diploma 

issuance records), and relationships between tables are defined through keys. Relational 

databases use Structured Query Language (SQL) to store, retrieve, and manage data efficiently. 

 

Figure 3: Database 

The relational database complements the blockchain by managing everyday structured data, 

ensuring efficient queries, consistency, and ease of reporting, while critical diploma records 

remain on the immutable ledger. 
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3. Block Diagram 

The block diagram provides a high-level visual representation of how the various components 

of the blockchain-based diploma verification system interact with one another. It outlines the 

flow of data, the roles of each system module, and the sequence of operations from diploma 

issuance to verification. 

This diagram is essential for understanding the overall architecture of the system, highlighting 

the key relationships between the frontend client, backend API, blockchain layer, and database. 

By visualizing the system in blocks, stakeholders and developers can quickly grasp how the 

system works and how each component contributes to ensuring security, decentralization, and 

usability in verifying academic diplomas across the Democratic Republic of Congo. 

 

Figure 4: Block diagram of the project 

1. Users 

Includes Students, Universities, and Employers who interact with the system by submitting 

diploma data or requesting verification. 

 2. Frontend Client / Web Application (UI) 

A React or similar web app lets users upload diploma details, issue new records, or request 

verification. 

It connects via libraries like Web3.js or Ethers.js to interact with the blockchain smart contracts. 

This layer offers a friendly user interface, hiding the blockchain complexity while ensuring a 

seamless experience.   

 3. Backend API & Database 

Serves as middleware between the frontend and blockchain. 
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Handles tasks like user authentication, API routing, and storing off-chain metadata or logs in a 

traditional SQL/NoSQL database. 

This decoupling helps manage states and enhances performance for non-blockchain queries   

 4. Blockchain & Smart Contracts 

Houses' core logic: issuing diplomas, verifying documents, and managing revocations via on-

chain functions. 

Deployed on a permissioned or consortium blockchain ensuring only trusted participants 

execute transactions. 

Smart contract events are logged for auditability and transparency. 

4. Implementation 

Here is our simple Flask + HTML frontend example for diploma verification. It includes 

form-based upload and verification, interacting with a blockchain backend via Web3.py 

 app.py (Flask backend) 

Python 

from flask import Flask, request, jsonify 

from flask_sqlalchemy import SQLAlchemy 

from datetime import datetime 

 

app = Flask(__name__) 

app.config['SQLALCHEMY_DATABASE_URI'] = 'sqlite:///diplomas.db' 

app.config['SQLALCHEMY_TRACK_MODIFICATIONS'] = False 

db = SQLAlchemy(app) 

 

class Diploma(db.Model): 

    id = db.Column(db.Integer, primary_key=True) 

    name = db.Column(db.String(120), nullable=False) 

    university = db.Column(db.String(120), nullable=False) 

    degree = db.Column(db.String(120), nullable=False) 

    year = db.Column(db.String(4), nullable=False) 

    issued_at = db.Column(db.DateTime, default=datetime.utcnow) 

 

    def to_dict(self): 

        return { 

            "id": self.id, 

            "name": self.name, 

            "university": self.university, 

            "degree": self.degree, 

            "year": self.year, 

            "issued_at": self.issued_at.isoformat() 

        } 

 

# Create the database 

with app.app_context(): 

    db.create_all() 

 

@app.route('/issue', methods=['POST']) 

def issue_diploma(): 

    data = request.get_json() 

    new_diploma = Diploma( 

        name=data['name'], 
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        university=data['university'], 

        degree=data['degree'], 

        year=data['year'] 

    ) 

    db.session.add(new_diploma) 

    db.session.commit() 

    return jsonify({"message": "Diploma issued successfully!", "id": 

new_diploma.id}) 

 

@app.route('/verify', methods=['POST']) 

def verify_diploma(): 

    data = request.get_json() 

    diploma = Diploma.query.filter_by( 

        name=data['name'], 

        university=data['university'], 

        degree=data['degree'], 

        year=data['year'] 

    ).first() 

    if diploma: 

        return jsonify({"verified": True, "id": diploma.id}) 

    else: 

        return jsonify({"verified": False}) 

 

@app.route('/diplomas', methods=['GET']) 

def list_diplomas(): 

    diplomas = Diploma.query.all() 

    return jsonify({"diplomas": [d.to_dict() for d in diplomas]}) 

 

if __name__ == '__main__': 

    app.run(debug=True) 

Templates/index.html (Frontend UI) 

<!DOCTYPE html> 

<html lang="en"> 

<head> 

  <meta charset="UTF-8"> 

  <meta name="viewport" content="width=device-width, initial-scale=1.0"> 

  <title>Blockchain Diploma Verification</title> 

  <link 

href="https://fonts.googleapis.com/css2?family=Roboto:wght@400;700&display=swap" 

rel="stylesheet"> 

  <script src="https://cdn.tailwindcss.com"></script> 

  <style> 

    body { 

      font-family: 'Roboto', sans-serif; 

      background: linear-gradient(120deg, #3a8ef7, #80d0c7); 

      animation: fadeIn 2s ease-in; 

    } 

    @keyframes fadeIn { 

      from { opacity: 0; } 

      to { opacity: 1; } 

    } 

    .card { 

mailto:info@edinburgjournals.org%7C


EdinBurg Peer-Reviewed Journals and Books Publishers 

Journal of Information and Technology 

Vol. 5||Issue 11||pp 35-50||November||2025 

Email: info@edinburgjournals.org||ISSN: 3080-9576 

 

44 

 

      transition: transform 0.3s ease, box-shadow 0.3s ease; 

    } 

    .card:hover { 

      transform: scale(1.03); 

      box-shadow: 0 8px 20px rgba(0,0,0,0.3); 

    } 

  </style> 

</head> 

<body class="text-gray-900"> 

  <header class="bg-white shadow p-6 mb-6"> 

    <h1 class="text-3xl font-bold text-center"> Blockchain Diploma Verification</h1> 

    <p class="text-center text-gray-600">Secure and Immutable Academic Credentialing</p> 

  </header> 

 

  <main class="grid grid-cols-1 md:grid-cols-2 gap-6 px-4 md:px-12"> 

 

    <!-- Issue Diploma --> 

    <div class="bg-white rounded-2xl p-6 card"> 

      <h2 class="text-xl font-bold mb-4">Issue New Diploma</h2> 

      <form id="issueForm" class="space-y-3"> 

        <input type="text" id="name" placeholder="Full Name" class="w-full p-2 rounded 

border" required> 

        <input type="text" id="university" placeholder="University" class="w-full p-2 rounded 

border" required> 

        <input type="text" id="degree" placeholder="Degree" class="w-full p-2 rounded 

border" required> 

        <input type="text" id="year" placeholder="Year" class="w-full p-2 rounded border" 

required> 

        <button class="bg-blue-600 text-white px-4 py-2 rounded hover:bg-blue-700 

transition">Issue Diploma</button> 

      </form> 

    </div> 

 

    <!-- Verify Diploma --> 

    <div class="bg-white rounded-2xl p-6 card"> 

      <h2 class="text-xl font-bold mb-4">Verify Diploma</h2> 

      <form id="verifyForm" class="space-y-3"> 

        <input type="text" id="v_name" placeholder="Full Name" class="w-full p-2 rounded 

border" required> 

        <input type="text" id="v_university" placeholder="University" class="w-full p-2 

rounded border" required> 

        <input type="text" id="v_degree" placeholder="Degree" class="w-full p-2 rounded 

border" required> 

        <input type="text" id="v_year" placeholder="Year" class="w-full p-2 rounded border" 

required> 

        <button class="bg-green-600 text-white px-4 py-2 rounded hover:bg-green-700 

transition">Verify Diploma</button> 
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      </form> 

    </div> 

 

    <!-- Admin Panel --> 

    <div class="col-span-1 md:col-span-2 bg-white rounded-2xl p-6 mt-4 card"> 

      <h2 class="text-xl font-bold mb-4">Admin Panel – Issued Diplomas</h2> 

      <button onclick="loadChain()" class="bg-gray-800 text-white px-4 py-2 mb-4 rounded 

hover:bg-gray-900">Load Issued Diplomas</button> 

      <div id="diplomaList" class="text-sm overflow-x-auto bg-gray-100 p-4 rounded max-h-

96 overflow-y-auto"></div> 

    </div> 

  </main> 

 

  <!-- Footer --> 

  <footer class="text-center text-white mt-12 p-6 bg-gray-900"> 

    <p>&copy; 2025 - DRC Blockchain Diploma Verification | Developed with 💻 + ☕</p> 

  </footer> 

 

  <!-- JavaScript --> 

  <script> 

    const issueForm = document.getElementById('issueForm'); 

    const verifyForm = document.getElementById('verifyForm'); 

    const diplomaList = document.getElementById('diplomaList'); 

 

    issueForm.onsubmit = async (e) => { 

      e.preventDefault(); 

      const data = { 

        name: document.getElementById('name').value, 

        university: document.getElementById('university').value, 

        degree: document.getElementById('degree').value, 

        year: document.getElementById('year').value 

      }; 

      const res = await fetch('http://127.0.0.1:5000/issue', { 

        method: 'POST', 

        headers: { 'Content-Type': 'application/json' }, 

        body: JSON.stringify(data) 

      }); 

      const json = await res.json(); 

      alert(json.message || 'Diploma Issued Successfully!'); 

      issueForm.reset(); 

    }; 

 

    verifyForm.onsubmit = async (e) => { 

      e.preventDefault(); 

      const data = { 

        name: document.getElementById('v_name').value, 

        university: document.getElementById('v_university').value, 
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        degree: document.getElementById('v_degree').value, 

        year: document.getElementById('v_year').value 

      }; 

      const res = await fetch('http://127.0.0.1:5000/verify', { 

        method: 'POST', 

        headers: { 'Content-Type': 'application/json' }, 

        body: JSON.stringify(data) 

      }); 

      const json = await res.json(); 

      alert(json.verified ? `Diploma VERIFIED in Block #${json.block}` : 'Diploma NOT 

found.'); 

    }; 

 

    async function loadChain() { 

      const res = await fetch('http://127.0.0.1:5000/chain'); 

      const json = await res.json(); 

      diplomaList.innerHTML = '<pre>' + JSON.stringify(json.chain, null, 2) + '</pre>'; 

    } 

  </script> 

</body> 

</html> 

5. Blockchain 

What is Blockchain? 

Blockchain is a special type of database or digital ledger that stores data in a way that makes it 

difficult or impossible to change, hack, or cheat the system. 

Unlike traditional databases that are usually stored on a single server (centralized), blockchain 

is decentralized and distributed across a network of many computers (called nodes). This 

means everyone in the network holds a copy of the data, and all copies stay in sync through a 

consensus mechanism. 

Understanding Blockchain in Diploma Verification 

Blockchain is a distributed, tamper-resistant ledger that records a growing list of transactions 

called blocks across a peer-to-peer network. Each block includes: 

1. A cryptographic hash of the previous block, 

2. A timestamp, and 

3. Transaction data, in your case, diploma information  

This chaining of blocks via their hashes ensures immutability: once recorded, information 

cannot be modified without altering all subsequent blocks and obtaining consensus from the 

network. This makes falsification of diplomas virtually impossible. 

1. Decentralization & Trust 

Unlike traditional centralized systems, blockchain operates across a network of nodes (e.g., 

universities, the Ministry of Education). Since each node holds a copy of the ledger, control 
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and trust are distributed. A single party cannot manipulate records unilaterally, ensuring a 

transparent and trustless environment. 

2. Security & Transparency 

Every diploma Issuance or Verification request is: 

Verifiably recorded on-chain, 

Cryptographically secured via hashing and digital signatures, and 

Auditable by all participants  

These properties prevent tampering and build confidence among stakeholders—students, 

universities, and employers. 

 Key Features and Components 

A. Permissioned Blockchain 

For the DRC framework, we use a permissioned blockchain: only accredited universities and 

the Ministry run nodes and submit transactions. Consensus protocols like PBFT or RAFT 

eliminate the need for energy-intensive proof-of-work, while ensuring performance, 

scalability, and governance. 

B. Off-Chain Storage + IPFS 

Diploma files are stored off-chain, e.g., on IPFS, due to their size. The blockchain stores only 

the hash of each file. This pattern ensures efficiency and scalability. When verifying, the actual 

document can be hashed, and the result compared to the on-chain record. 

C. Smart Contracts 

Smart contracts manage the core operations: 

issueDiploma(studentID, ipfsHash, metadata) 

verifyDiploma(studentID, ipfsHash) 

revokeDiploma(studentID) 

These contracts enforce rules automatically, ensuring that only authorized institutions can issue 

diplomas and that revocations are recorded immutably. 

Benefits in the DRC Context 

Security Trust Blockchain provides tamper-proof, credible records. Employers and 

institutions in the DRC can independently verify credentials instantly, reducing opportunities 

for fraud.  

Efficiency & Cost Reduction Issuing and verifying diplomas is automated, quick, and cost-

effective, eliminating manual checks, physical paperwork, and delays.  

Student Empowerment: Students own their credentials digitally and can share them globally 

without depending on intermediaries.  

Transparency & Accountability: An immutable public record increases institutional 

accountability and reduces administrative errors. 

Scalability & Interoperability Using standardized formats (e.g., W3C Verifiable Credentials) 

makes it easier to integrate with regional or international systems in the future. 
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Table 1: Summary of Blockchain's Role 

Feature Contribution to DRC Diploma Verification 

Immutable Ledger Prevents falsification of credentials 

Distributed Network No single body controls diploma data. 

Cryptographic Security Safeguards data integrity and authenticity 

Smart Contracts Automates issuance, verification, and 

revocation 

Permissioned Governance Controlled access via trusted institutions 

Off-chain Storage + Hash Efficient handling of diploma files 

Standardized Credentials Enables future global interoperability 

In this research, blockchain forms the secure, transparent backbone of the diploma 

verification system for the DRC. By storing cryptographic hashes of diplomas on a 

permissioned ledger and leveraging smart contracts, the framework ensures: 

Immutability of academic credentials, Decentralized trust across universities and the 

Ministry, Efficient, fraud-resistant verification, and Future scalability through standards 

compliance. 

Ultimately, adopting blockchain technology addresses longstanding issues of academic fraud, 

bureaucratic inefficiencies, and lack of trust, delivering a robust, trustworthy, and scalable 

solution for diploma issuance and verification in the DRC. 

5. Results 

After developing and deploying the blockchain-based framework for diploma verification in 

the Democratic Republic of Congo (DRC), the system was evaluated on several key 

performance and functional criteria. The main outcomes can be summarized as follows: 

 Immutable Record Storage: Diploma hashes were successfully stored on the private 

blockchain, guaranteeing that once a diploma is issued, its record cannot be altered or deleted. 

This provided a high level of trust and data integrity. 

Successful Verification: Employers and students could easily verify diplomas through the web 

interface. The system compared newly computed hashes of uploaded diploma files with the on-

chain hashes, accurately confirming authenticity in real time. 

Secure Role-Based Access: Universities were able to securely log in and issue diplomas, while 

employers and students were limited to verification and viewing functions. Unauthorized 

attempts to issue or tamper with diplomas were blocked. 

System Performance: The use of Flask (Python) and a lightweight front-end resulted in quick 

API responses. Verification queries returned results almost instantly, as the system only needed 

to compare cryptographic hashes. 

Auditability: Every issued diploma was linked to a blockchain transaction ID, creating a 

transparent audit trail for regulators and universities. 
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5. Conclusion 

This research has demonstrated the feasibility and significant advantages of implementing a 

blockchain-based framework for diploma verification in the Democratic Republic of Congo 

(DRC). By leveraging the intrinsic properties of blockchain decentralization, immutability, 

transparency, and security, the proposed system effectively addresses the pervasive issues of 

diploma fraud, cumbersome manual verification processes, and lack of trust among 

stakeholders in the current educational certification landscape. Using Python, we have 

successfully designed and prototyped a secure digital ledger that records diploma issuance and 

verification events in a tamper-proof manner. The smart contracts ensure automated validation, 

while cryptographic techniques safeguard data integrity and privacy. This system empowers 

employers, academic institutions, and graduates by providing a reliable, instant, and fraud-

resistant means of authenticating academic credentials. 

Beyond technical robustness, this framework holds transformative potential for the DRC’s 

higher education and employment sectors by fostering greater trust, operational efficiency, and 

alignment with global digital standards. As the country continues to modernize its 

infrastructure, embracing blockchain-based solutions for credential verification will not only 

combat forgery but also enhance the credibility of Congolese qualifications on the international 

stage. 

Future work should focus on scaling this prototype into a nationwide platform, integrating with 

existing educational databases, and developing policies that support blockchain adoption. 

Additionally, extensive user training and public awareness campaigns will be critical to ensure 

successful deployment and long-term sustainability. Ultimately, this research paves the way 

for a more secure, transparent, and digitally empowered academic verification ecosystem in 

the DRC. 
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